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[9-12] Living Online: My Private Life 
 

Students learn that when there’s no charge to use an Internet product, it usually means 
they are the product.  
Lesson topics include: Ways to avoid being tracked by advertisers; strategies for 
blocking popups, web banners, and internet advertising; ways to access the web 
securely when connecting to public networks; how encryption protects files from 
unwanted eyes; ways to manage strong passwords; the importance of software updates 
and malware protection; and how to avoid inadvertently sharing others’ private data. 

 

 

Lesson Summary When teens access the web, they can put themselves and their families at risk. This 
lesson presents a student-centered summary of the privacy issues that can arise when 
browsing the Internet and posting information online. The lesson addresses concepts 
like online tracking, opting out, blocking advertisements, access to personal information, 
and privacy management. Classroom activities to be conducted before, during, and 
after the digital lesson help students better connect with these important concepts. 
 
By the end of the lesson, students will know… 

• How to opt out of telemarketing phone calls 
• How to enable Do Not Track on a web browser 
• How to block online advertising with browser extensions 
• How to opt out of direct marketing 
• How to disable third-party access to Facebook profile information 
• How to disable website and search tracking across the Internet 
• How to block tracking on iOS and Android devices 
• How to encrypt files and hide them from prying eyes 
• How to manage secure passwords across multiple accounts 
• How to download programs safely and keep them up to date 
• How to prevent inadvertent sharing of others’ private data 

 
 

Pre-lesson Preparation Download the necessary videos and handouts so that you’ll have them available for use.  
Review all materials and decide how best to use them in your classroom—you may 
decide to make modifications based on your students’ unique needs. 

Video: Living Online: My Private Life (Part I)       [15:11 runtime] 

Video: Living Online: My Private Life (Part II)   [16:05 runtime] 

Video: Living Online: My Private Life (Part III)   [16:53 runtime] 

Handout: Student Guide to Living Online: My Private Life    [2 pages] 

Editorial: NY Times: Monitoring Your Every Move [2 pages] – www.bit.ly/lol9-9 

“Extend the Lesson” Activity: register for an account at Common Sense Media and 
download lesson materials [multiple pages and handouts] – www.bit.ly/lol9-11    

  

 

Lesson Plan 

http://www.bit.ly/lol9-9
http://www.bit.ly/lol9-11


  

Essential Vocabulary context – the circumstances or background that help determine meaning 
 
encrypt – to conceal information by means of a code 
 
opt out – to choose not to participate in something 
 
persist – to continue and endure 
 
privacy – the state of not being seen by others 
 
reputation – what somebody is known for 
 
revenue – total income generated by a business or organization 
 
third-party – someone not directly involved in a transaction or exchange 

 
 

Pre-lesson Activity Have your students read the New York Times editorial titled “Monitoring Your Every 
Move” and write a one-paragraph “Letter to the Editor” in response to the editorial. 
Students should describe whether they agree or disagree with the perspective shared in 
the editorial. When students finish writing, they might share perspectives verbally in 
small groups, during a whole-class discussion, or by another means—choose the 
strategy that works best for you and your students. When the activity ends, begin the 
digital lesson, as described below. 

 
 

Digital Lesson 
 
 

How do your students 
compare? Have them create a 

classroom chart using data 
from the survey. 

Play the “Living Online: My Private Life” digital lesson for your students. Students will have 
the opportunity to vote during the lesson and see how their responses compare with 
those of other students. Polls for this lesson are available online at http://bit.ly/lol4-1 
and http://bit.ly/lol4-5. Students can also access the polls by scanning QR codes with 
their mobile devices. Multiple students can vote simultaneously, or you could have all 
your students vote together as a class. No login is needed to respond to the poll. 
 
This lesson’s poll questions are: 

• Which privacy options are most important to you? 
• How much do you care about limiting online tracking? 

 
 

Follow-up Activity Have your students design Public Service Announcement posters for placement around 
the school, highlighting various strategies for keeping personal information private.  
Each poster could identify a specific online hazard and describe a way students can 
maintain personal privacy. When the activity ends, consider beginning the lesson 
extension, as described below. 

 
 

Extend the Lesson 
 
 

Material in this section developed 
by Common Sense Media and 

provided here under a CC-BY-NC-
SA license. 

Follow the lesson plans for the "Private Today, Public Tomorrow” lesson available online 
at Common Sense Media, http://www.commonsensemedia.org/educators/lesson/ 
private-today-public-tomorrow-9-12. You'll need to register for an account in order to 
download all the materials. 
 
In this extension lesson, students reflect on their responsibility to protect the privacy of 
others when posting information about them online. Students read a true story about 
the unintended consequences of sharing a compromising photo, and then they consider 
how this situation might be different if someone else shared the photo. Next, students 
brainstorm questions they should ask themselves before posting and tagging photos, 

http://bit.ly/lol4-1
http://bit.ly/lol4-5
http://www.commonsensemedia.org/educators/lesson/private-today-public-tomorrow-9-12
http://www.commonsensemedia.org/educators/lesson/private-today-public-tomorrow-9-12


  

videos, or any information about others online, and create a decision tree to guide them 
through future choices. 
 
By the end of the extension lesson, students will be able to… 

• Consider the possible benefits and risks of sharing information online. 
• Recognize the importance of context in posting or viewing online images. 
• Understand what choices they need to make to protect the privacy of others. 

 
 

Alignment with Standards Common Core: RL.1, RL2, RL.4, RL.7, RL.10, RI.1-4, RI.8, RI.10, W.2a-f, W.4-6, 
W.10, SL.1a-d, SL.3-5, L.4a, L.6 
NETS•S: 1a-c, 2a, 2d, 3a, 4a, 4b, 4d, 5a, 5b 
Source: Common Core State Standards Initiative ©2012 and the National Educational 
Technology Standards for Students ©2007, International Society for Technology in 
Education. 
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